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E-safety Policy
Whole school and EYFS

The Head undertakes a formal annual review of this policy for the purpose of monitoring and of the
efficiency with which the related duties have been discharged, by no later than one year from the date
shown below, orearlierif significant changes to the systems and arrangements take place, orif legislation,
regulatory requirements or best practice guidelines so require.

Signed: DrPamela Edmonds
Date reviewed: September 2023

Date of nextreview: September 2024

This policy should be read in conjunction with the School Safeguarding and Child Protection Policy

Aims:

e  We will ensure thatcomputers and otherdevicesin school are subject to filteringand monitoring
of internetusage (SENSO programme).

e We will ensure that all staff and visiting staff accessing the computing system are aware and
comply with our computing policies and agree to the Staff Acceptable Use of Computing
Agreement.

e  We will ensure that the use of mobile phones by staff and visitors adheres to our safeguarding
procedures and staff guidelines.

e We will encourage the safe use of computers outside of formal lesson time — including any
homework which is computing based.

e Wewill ensure that computer-basedlearningis age-appropriate and that children understandthe
dangers of internet usage through their PSHCE and computing lessons.

e  We will ensure that children are aware that the use of technologiestotease, bully or threatenis
unacceptable.

e  We will ensure that children and parentsare aware of and sign up to the Child and Parental School
Computing Agreement throughout theirtime inthe school.

Scope of the policy

This policy applies to all members of the Parsons Green Prep School who have access to the school
computing systems. Parsons Green Prep provides a safe environment to learn and work, including when
online. Filtering and monitoring are both important parts of safeguarding pupils and staff from potentially
harmful and inappropriate online material. The DSL works closely together with external providers (Alex
Howard) to meetthe needs of day-to-day management of filtering and monitoring systems.

The school will deal with inappropriate computing incidents within this policy and associated behaviour
policy and will inform parents/carers of incidents of inappropriate e-safety behaviour that take place out
of school.

Roles and responsibilities
Designated Safeguarding Lead

e procuresfilteringand monitoring systems
e documentsdecisionsonwhatisblocked orallowed and why
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reviews the effectiveness of the provision

is responsible for establishing and reviewing the school e-safety policies/documents along with
the Head

receives reports of e-safety incidents and creates a log of incidents to inform future e-safety
developments.

The designated safeguarding lead should be trained in e-safety issues and be aware of the potential for
serious child protection/safeguardingissues to arise from:

sharing of personal data

access to illegal/inappropriate materials

illegal child sexual abuse material

unlawful terrorist content

adult content

inappropriate online contact with adults/strangers
potential oractual incidents of grooming
cyberbullying

(N.B. It is important to emphasise that these are child protection issues, not technical issues. The
technology provides additional means for child protectionissues to develop).

Head and senior leadership team:

The Head isresponsible for the safety (including e-safety) of all members of the school community,
though the day-to-day responsibility for e-safety will be delegated to the Designated Safeguarding
Lead (DSL).

The DSL is responsible for ensuring that staff receive suitable training to enablethem to followand
enforce the policy throughout the school.

The DSL:

liaises with school technical staff

ensures that all staff are aware of the procedures that need to be followed in the event of an e-
safetyincidenttaking place

provides advice for staff

provides updatesforparents onimportante-safetyissues

keeps up to date with e-safety technical information and advice in order to carry out their role
effectively andinform and update othersas relevantonce aterm

reportsregularly to the Head

ensures that all users of the school computing systems have signed and agreed to the Staff
Acceptable Use of Computing Agreement.

External contractor (Alex Howard)
The technical staff are responsibleforensuring:

Reg J
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liaison with school

day-to-day responsibility for protecting against e-safety issues

that the school’s technical infrastructure is secure and is not opento misuse or malicious attack
that users may only access the networks and devices through a properly enforced password
protection policy

that webfilteringis updated onaregularbasis

that network and endpoint security systems are implemented and updated
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Teaching and support staff
The teachingand support staff are responsibleforensuring that:
e they have an up-to-date awareness of e-safety matters and of the school’s e-safety policy and
practicesinan annual e-safetyinset day
e theyhaveread, understood andsigned the Staff Acceptable Use of Computing Agreement once a
yearor following any review (appendix 1)
e theyreportany suspected misuseor problem viaemail tothe DSL
e alldigital communications with children/parents/carers and staff should be on a professional level
and only carried out using official school systems
e e-safetyissuesare embeddedinall aspects of the curriculum and other activities
e children and parents understand e-safety and follow the Child and Parental School Computing
Agreement (appendix 2)
e children have agood understanding of research skills and the needto avoid plagiarism and uphold
copyrightregulations
e staff monitor the use of digital technologies, mobile devices, cameras etc in lessons and other
school activities (where allowed) and implement current policies with regard to these devices
e inlessonswhereinternetuseis pre-planned childrenshould be guided to sites checked as suitable
for theiruse and that processesare in place fordealing with any unsuitable material thatis found
ininternetsearches.

Children
The children:
e areresponsible forusingthe schoolcomputing systemsinaccordance with the Child and Parental
School Computing Agreement (appendix 2)
e have a good understanding of research skills and the need to avoid plagiarism and uphold
copyrightregulations
e need to understand the importance of reporting abuse, misuse or access to inappropriate
materials and know how to do so
e will be expectedtoknowand understandpolicies on the use of mobile devices and digital cameras.
They should also know and understand policies on the taking/use of images and on cyberbullying
e should understand the importance of adopting good e-safety practice when using digital
technologies out of school and realise thatthe school’s E-safety Policy covers theiractions out of
school, if related to their attendance at the school.

Parents/carers
Parents/carers play a crucial role in ensuring that their children understand the need to use the
internet/mobile devices in an appropriate way. The school will help parents understand these issues
through parents’ evenings, newsletters, the website and further literature. Parents and carers are
expected to act as a positive role model and will use social media responsibly in respect of all matters
relating to the school. Parents and carers will be encouraged to support the school in promoting good e-
safety practice and to follow guidelines regarding:
e theappropriate use of digital and video images taken at school events
e theirchildren’s personal devices not being broughtinto school. Inthe case of Year 6, children can
bringtheir devices to school to walk home alone. If they do so, they must leavetheir devicein the
school office and retrieve itat the end of the school day.

Volunteers and peripateticteachers:

Volunteers and peripateticteachers who access school systems as part of the wider school provision will
be expected to sign a Staff Acceptable Use of Computing Agreement before being provided with restricted
access to school computing.
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Education and training — staff/volunteers
It is essentialthat all staff receive e-safety trainingand understand their responsibilities, as outlined in this
policy. Training will be offered as follows:

Formal e-safety training will be made available to staff eitheralone or as part of wider safeguarding
training.

All new staff should receive e-safety training as part of theirinduction programme, ensuring that
they fully understand the school e-safety policy and Staff Acceptable Use of Computing
Agreement.

This e-safety policy and its updates will be presented to and discussed by staff in staff/team
meetings/inset days.

The DSL will provide advice/guidance/training to individuals as required.

Participatingin events/campaigns such as Safer Internet Day.

Reference to the relevant websites/publications, e.g. www.swgfl.org.uk,
www.saferinternet.org.uk and www.childnet.com/parents-and-carers.

Technical - infrastructure/equipment, filtering and monitoring

The school has a managed computing support service provided by an outside contractor. It is the
responsibility of the school to ensure that the managed service provider carries out all the e -safety
measures thatwould otherwise be the responsibility of the school. It is also important that the managed
service provider is fully aware of the school e-Safety Policy and Staff Acceptable Use of Computing
Agreement.

The school will be responsibleforensuring thatthe school infrastructure/network is as safe and secure as
is reasonably possible and that policies and procedures approved within this policy are implemented. It
will also ensurethatthe relevant people namedin the above sections will be effective in carrying out their
e-safety responsibilities, including:

School technical systems will be managed in ways that ensure that the school meets
recommended technical requirements.

There will be regularreviews and audits of the safety and security of school technical systems.
Technical infrastructure must be securely located and physical access restricted.

All users will have clearly defined access rights to school technical systems and devices.

All users will be provided with a username and secure password. Users are responsible for the
security of theirusername and password.

The ‘master/administrator’ passwords for the school computing system, used by the extemal
contractor and DSL, must also be available to the Head upon request.

The external contractor in liaison with the DSLis responsible for ensuring that software licence
logs are accurate and up to date and that regular checks are made to reconcile the number of
licences purchased againstthe number of software installations.

Internetaccessis monitored forall children. lllegal content is filtered by the broadband or filtering
provider by actively employing the Internet Watch Foundation CAIClist.

An appropriate system is in place (an email to the DSL) for users to report any actual/potential
technical incident/security breach to the relevant person, as agreed.

Regularly updated security measuresare in place to protectthe servers, network, endpoints and
mobile devices from accidental or malicious attempts which might threaten the security of the
school systems and data.
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Providing temporary access to ‘guests’ (e.g. trainee teachers, supply teachers, visitors) onto the
school systems.

Ensuring personal data will not be sent over the internet or taken off the school site unless safely
encrypted or otherwise secured (see Data Protection Policy).

Bring your own device (BYOD)

There are a number of e-safety considerations for BYOD that will be reviewed regularly. Use of BYOD
should notintroducevulnerabilities intoexisting secure environments. Considerationswill needto include
levels of secure access, filtering, data protection, storage and transfer of data, mobile device management
systems, training, support, acceptable use, auditingand monitoring.

Parsons Green Prep has a set of clear expectations and responsibilities for all users.

The school adherestothe principles of the Data Protection Act 1998.

All users are provided with and accept the Staff Acceptable Use of Computing Agreement
(appendix 1).

All network systems are secure and access forusers is differentiated.

Allusers will use theirusername and password and keep this safe.

The only devices which childrenmay bringinto school are mobile phones where the childwalks to
school. Permission must be sought first.

Any device broughtintoschool is done so at the owner’s ownrisk.

No chargers may be broughtinto school unlessithas been PATtested and has the correct sticker
onit

Use of digital and videoimages
The school will inform and educate staff, children and visitors about the risks and will implement
procedurestoreduce the likelihood of the potential for abuse.
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When using digital images, staff will inform and educate children about the risks associated with
the taking, use, sharing, publication and distribution of images. In particular they should recognise
the risks attached to publishing theirownimagesontheinternet, e.g. on social networking sites.
In accordance with guidance from the Information Commissioner’s Office, parents/carers are
welcome to take videos and digital imagesof their children at school events for their own personal
use.To respect everyone’s privacy and in some cases protection, parents/carers should not share
or make the images/video publicly available on social networking sites, norshould parents/carers
make comments on any activitiesinvolving other children on social media.

Staff and volunteers are allowed to take digital/video images to support educational aims, but
must follow school policies concerning the sharing, distribution and publication of those images.
Those images should normally only be taken on school equipment.

Where animage is taken using a staff device, the image must be downloaded to the school system
and deleted fromthe device at the earliest opportunity

Care will be taken when taking digital/video images that children are appropriately dressed (i.e.
fully clothed) and are not participating in activities that might bring the individuals or the school
intodisrepute.

Care will be taken not to publish any images with personal information on display, i.e. names or
otherbackgroundimages.

Photographs taken will not presentany risk to the security of the school.

Photographs published onthe website or elsewhere that include children will be selected carefully
and will comply with the consentform signed by parents at the start of each academicyear (see
appendix 4).
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Data protection
Personal data will be recorded, processed, transferred and made available according to the Data
Protection Act 1998 which states that personal data mustbe:

used fairly and lawfully

used forlimited, specifically stated purposes

usedina waythat isadequate, relevantand not excessive

accurate

keptfor nolongerthanis absolutely necessary

handled according to people’s data protectionrights

keptsafe and secure

not transferred outside the European EconomicArea without adequate protection

See the Data Protection Policy for more details.

Communications
When using communication technologies the school considers the following as good practice:

The official school email service is beregarded as safe and secure and is monitored. Staff are aware
that email communications may be monitored.

Users must immediately report, to the DSL, the receipt of any communication that makes them
feel uncomfortable, is offensive, discriminatory, threatening or bullying in nature and must not
respond toany such communication.

Any digital communication between staff and parents/carers (email, chat, etc) must be
professionalintone and contentandinline with the school style guide. Personal email addresses,
text messaging orsocial media must not be used for these communications.

Children should be taught about e-safety issues, such as the risks attached to the sharing of
personal details. They shouldalso be taught strategies to deal with inappropriate communications
and be reminded of the need to communicate appropriately when using digital technologies.
Personal informationshouldnot be postedon the school website and only official email addresses
should be used toidentify members of staff.

Social media- protecting professional identity

All schools have aduty of care to provide asafe learningenvironmentfor children and staff. Staff members
who harass, cyberbully, discriminate on the grounds of age, disability, gender, gender reassignment,
religion orbelief, race, sexuality, marital status or maternity or who defame a third party may renderthe
school liable tothe injured party. Reasonable steps to prevent predictable harm must be in place.

The school provides the following measures to ensure reasonable steps are in place to minimise risk of
harm to children, staff and the school through limiting access to personal information:

training to include acceptable use, social media risks, checking of settings, data protection, and
reportingissues.

clearreporting guidance, including responsibilities, procedures and sanctions

risk assessment, including legal risk.

School staff should ensure that:
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otherthan on the school social media accounts and school website, no reference should be made
on social mediato students/children, parents/carers or school staff

they do not engage in online discussion on personal matters relating to members of the school
community

personal opinions should not be attributed to the school

security settings on personalsocial media profiles are regularly checked to minimiserisk of loss of
personal information.
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Monitoring
The DSL will keep a log of any incidents reported to her and E-safety will form part of any termly
safeguardingreview.

At leastonce atermthe DSL will (in concert with anotheradultfor this purpose) test the school firewall to
seethatitis working correctly. The time of the testand the results of it should be noted by the DSL and
the record signed by both parties taking partin the test.

Filtering

Filtering systems are in place to block harmful and inappropriate content. Itisimportant to note no filtering
system can be 100% effective but Parsons GreenPrep limitsand mitigates accordingly to minimise the risk
of harm. It does not unreasonably impact teaching and learning or school administration, nor does it
restrict students fromlearning how to access and manage risk themselves.

Online Safety

It is essential that children are safeguarded from potentially harmful and inappropriate online material.
Parsons Green Prep’s approach to online safety empowers, protects and educates pupils and staff in their
use of technology and establishes mechanisms to identify, intervene in and escalate any concerns where
appropriate. The breadth of issues classified within online safetyis considerableand ever evolving, but can
be categorisedinto fourareas of risk:

content: beingexposed toillegal,inappropriate, or harmful content, forexample pornography, fake news,
racism, misogyny, self-harm, suicide, anti-Semitism, radicalisation, and extremism.

contact: being subjected to harmful online interaction with other users, for example peer-to-peer
pressure, commercial advertising and adults posing as childrenoryoung adults with theintention to groom
or exploitthemforsexual, criminal, financial or other purposes.

conduct: online behaviourthatincreases the likelihood of, or causes, harm, for example making, sending
andreceiving explicitimages (e.g. consensualand non-consensual sharing of nudes and semi-nudes and/or
pornography, sharing otherexplicitimages and online bullying.

commerce:risks such as online gambling, inappropriate advertising, phishing and or financial scams. If you
feel your pupils, students or staff are at risk, please report it to the Anti-Phishing Working Group
(https://apwg.org/).

Responding to incidents of misuse

lllegal incidents

If there is any suspicion that the web site(s) concerned may contain child abuse images, or if thereisany
othersuspectedillegal activity, referto the DSLimmediately. If the incident concerns a member of staff, it

should be reported to the Head.

In the eventof suspicion, all stepsin this procedureshould be followed by the DSL:

e Have more than one senior member of staff/volunteerinvolvedin this process, this is vital to
protectindividualsif accusations are subsequently reported.
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Conduct the procedure using a designated computer that will not be used by children and if
necessary can be taken off-site by the police should the need arise. Use the same computer for
the duration of the procedure.
Record the URL of any site containingthe alleged misuse and describe the nature of the content
causing concern. It may also be necessary to record and store screenshots of the content on the
machine beingused forinvestigation. These may be printed, signed and attached to the reporting
log (appendix 3) exceptinthe case of images of child sexual abuse (seebelow).
Once this has been completed and fully investigated the investigation group will need to judge
whetherthis concern has substance or not. If it does then appropriate action willbe required and
couldinclude the following:

o Internal response ordiscipline procedures.

o Involvement by Local Authority or national/local organisation (as relevant).

o Policeinvolvementand/oraction.
If content being reviewedincludesimages of child abuse the monitoring should be halted and
referredtothe police immediately. Otherinstances toreportto the police wouldinclude:

o incidents of ‘grooming’ behaviour
the sending of obscene materials to a child
adult material which potentially breaches the Obsce ne Publications Act
criminally racist material
other criminal conduct, activity or materials
‘extremism’, being vocal or active in opposition to fundamental British values, induding
democracy, the rule of law, individual liberty and mutual respect and tolerance of different
faiths and beliefs. Extremism also includes calls for the death of members of our armed
forces, whetherinthis country oroverseas.

O O O O O

Isolate the computer in question as best you can. Any change to its state may hinder a later police
investigation.

Itisimportantthatall of the above steps are taken as they will provide an evidence trail forthe school and
possibly the police and demonstrate that visits to these sites were carried out for child protection
purposes. The completed form should be retained by the group for evidence and reference purposes.

School actions and sanctions

Itis more likely thatthe schoolwillneed to deal with incidents thatinvolveinappropriate rather thanillegal
misuse. It is important that any incidents are dealt with as soon as possible in a proportionate manner,
and that members of the school community are aware that incidents have been dealt with. Itis intended
that incidents of misuse will be dealt with through normal behaviour/disciplinary procedures —see the
Behaviour Policy or Staff Handbook.

Eridge House Limited s Parsons Green Prep
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APPENDICES

Appendix 1
STAFF ACCEPTABLE USE OF COMPUTING AGREEMENT

Staff use of the school’s internet and email service

Whilst staff are encouraged to use email and the internetin support of theirwork, all use of these fadilities
should be appropriate to the work, standards and ethos of the school.

The use of the school’sinternetand email systems are not provided as a right to any of theirusers. They
may be withdrawn from any user (adult or child) who does not conform to this Staff Acceptable Use of
Computing Agreement. The school is responsible for authorising any user of its internet or email facilities,
monitoring and policing their use.

Any member of staff who commits a serious offence in the use of the school’s Internet service may be
subjecttothe school’s staff disciplinary procedures. Any user,adult or child, who breaks the law in respect
of usingthe school’sinternetservicewillbe reportedtothe police.

Personal use of the school’s computing systems is not allowed. Printing of personal material, via
download or mass storage device, is not permitted at any time.

Any member of staff found to be not adhering to these procedures will be issued with a verbal warning,
in the first instance, after which the school’s Disciplinary and Grievance Procedures will apply.

Staff or administrative users will protect the school from cyber threats or technical disruption by not
downloading from the internetany programs or executable files other that by agreement with the school
DSL.

INTERNET DOs and DON’Ts

DOS

e If you see any unacceptable site or material as a result of an innocentinternet query, unsolicited
pop-up widow orinany otherway, reportit immediately tothe DSL.

e Staff or approved adultschool users should at all times abide by the copyright laws in respect of
documents and materials downloaded fromthe internet.

e Staffusinga school laptop orotherdevice off the school site, at home or elsewhere, will still have
to abide by the school Internet Acceptable Use of Computing Policy. Colleagueswill be aware that
the misuse of such devices for activity not agreed by the school may be breaking the law under
the Computer Misuse Act 1990.

o Staff will at all timeswork to maximise the safety of children within their care in their use of the
internet.

e Staff will be aware of the ethos, standards, equalities and ethnic mix of the school and will not
access any internet material or work with the internet in any way that infringes or offends these.

DON’TS:
e Don’tlogonto the network with anotheruser’s account.
e Don’talterthe settings of computersor make other changes which make them unusable by others.
e Software mayonly be installed by the school’s IT department.
e Don’tdownload classroom resources or materialsif you are unsure about their suitability.
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Never pass on, or make obvious,orleaveinaninsecure place any passwords associated with using
the internet, email or computersystem.

Don’t procure goods or services directly overthe internet without the prior, specificagreement of
the Head.

Don’t provide personal details or contact details of your own, orany other person, tointernet sites
including weblogs, forums or chat rooms. Exceptions should be checked with the Head.

Don’t upload an image to a website without complying with guidance on images loaded to the
internet.

The school will maintain a record of all staff and children who are provided with internet access via the
school’s internet service. This record will be kept up to date and be designed to handle common
eventualities such asa member of staff leaving ora child’s access being withdrawn, etc.

The Staff Acceptable Use of Computing Agreement for all school staff and approved adult users of the
school will be posted, and/or made available, in all rooms and offices where staff computers are used.

Staff use of the school’s email service

DOs

DON’'Ts

Rey

Eridge House Limited ta Parsons Green Prep

Do rememberthat sendingan email from your Parsons Green Prep accountis similarto sending a
letter on PGP headed paper. It is your responsibility to maintain professionalism at all times and
to ensure thatyou do not inany way bring discredit orembarrassmentto the school.

Do check your email regularly - ignoring messages is discourteous and confusingtoasender.

Do treatthe content of any email oran attachment that you prepare in the same way as any other
paper-based letter or document from a legal point of view. The laws of the land apply equally to
electronic messages and documents as they do to paper documents, including the lawsrelating to
defamation, copyright, obscenity, fraudulent misrepresentation, freedom of information, and
wrongful discrimination. Remember it is easy for your email to be passed on electronically to
othersshould any recipient decide todo so.

Do keep a copy of all incoming pupil-related emails and forward them to
admin@parsonsgreeprep.co.uk - delete all others, e.g. personal emails, spam etc.

Do keep email messages as brief as possible.

Do make sure that the 'subject' field of any email that you sendis meaningful and representative
of the message it contains.

Do make sure that your email address is included on any contact information put onto paper-
based letters ordocuments.

Do ensure thatany email received by amember of staff which isregarded asillegal or offensive is
reported to the Head immediately. Similarly, any email received by a child which is regarded as
illegal or offensiveshould be reported to the Head immediately.

Do referto the school style guide when composing an email communication.

The school’s email system should not be used by any user (adult or child) for the sending of
personal mail unconnected with school work or activity.

To safeguard against computerviruses do not open external emails or email attachments that look
inany way suspicious - reportthemto the DSL.
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e Neveropenanattached programfile with a file extension of ‘exe’, ‘com’ or ‘bat’ sentto you with
an email unless you are absolutely certain that it has come from a trusted source. All such files
must be thoroughly virus-checked before they are opened.

o Do not make changesto someone else's email and then pass iton without makingit clear where
you have made the changes. Thisis a form of misrepresentation.

e Do not copy images or any other material for use in your email or an attachment that infringes
copyrightlaws.

e Do not attach large documents (e.g. a document greater than 15 pages long) to an email. Take
great care with multiple attachments that they do not present an unacceptable accumulatedemail
size tothe email system.

e Do not,underany circumstances, give your email password to anyone else.

e Do not print out all your email messages as a matter of course. Only print those forwhich itis an
absolute necessity to do so.

e Do not broadcastan email to any group of recipients unlessitis absolutely necessary. Also, never
send or forward chain email.

e Unlessyouare authorised todo so, donot send an email to any supplierthat could be interpreted
as creating a contract in any way. In general, do not use emails for contractual purposes. N.B.
Within the law, a user could send an email contain wording which may form a legally bi nding
contract witha supplier.

e Do not create email congestion by sending trivial messages or by copying emails to those who do
not needtosee them.

o Do not attemptto readanother person's email.

o Take care not toreplytoa whole group whenresponding to an email sentto a group of recipients
unlessabsolutely necessary.

Passwords

Staff passwords should be changed immediately on suspicion of abreach.

Passwords must have 6 characters or more, one capital letterand one number.

Changestoyour email and computer passwords should be made by completing a password change
requestformviathe DSL.

Other forms of computing

Mobile telephones

Personal mobile telephones may only be used in the staff room or in the school office or in a
classroom where no children are present.

Personal mobile telephones should be switched off or in ‘silent’ mode and stored securely when
outside of the designated areas.

The use of personal mobile phonesisnot allowed in any place whilst contact with children istaking
place.

Mobile telephones must be keptinalockable drawerorinthe staff room.

Television/DVD/Video

Any contentintended to be shownto children must be previewed to assessits suitability.

In the case of certified films, parental consent must be sought before using films with a PG
(Parental Guidance) certification.

Wifi-enabled devices.

Eridge House Limited s Parsons Green Prep

The school computing systems refersalsoto the Parsons Green Prep wifi connection.

raps = §§A

1 Fulham Park Road, London SWoe dl) \s‘\\'w.p.)rson:greenpr:"p.co.uk

stered in Englond, Company no 421697

r
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e Any visitor or member of staff connected to the schools wifi connection must adhere to the
Acceptable Use of Computing Policy.

e Onlythe school’s guest wifi connection may be use mobile phones or personal devices.

Mass Storage Devices
e Anymemberof staffusingamass storage device must do so securelyand use password encryption
for accessto the device. This password must be made available to the DSL.

e Mass storage devices containing any confidential information relating to the school, its staff or
students must be password protected.

e Mass storage devices containing files for anything other than professional use must not be used
on the school’s computing system.

STAFF ACCEPTABLE USE OF COMPUTING AGREEMENT
| have read and agree to adhere to the school’s Staff Acceptable Use of Computing Agreement and

guidelines.
Signed: Date:

Print Name:

Position:

Registered in Englond, Company no. 4216973 .‘.I)\ d\b‘/\i

Eridge House Limited tfa Parsons Green Preg

P, 1 Fulham Park Road, London SWe dlL) \s‘ww.p.n‘son:greenpr:‘*p.co.uk
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Appendix 2
Child and Parental School Computing Agreement

e Aska teacheror suitable adult if you wantto use the computers.
e Onlyuse activitiesthatateacheror suitable adult has told or allowed you to use.
Take care of the computerand otherequipment.

e Askfor help from a teacher or suitable adult if you are not sure what to do or if you think you
have done something wrong.

e Tellateacherorsuitable adultif yousee somethingthat upsets you onthe screen.

e Make sure you follow all ourschool computerrules.

This is how we stay safe when we use computers:
o | willaskateacherorsuitable adultif Iwantto use the computers.
o | willonlyuse activities that ateacheror suitable adult hastold or allowed me to use.
| will take care of the computerand otherequipment.

o | will ask for help from a teacher or suitable adult if | am not sure what to do or if | think | have
done somethingwrong.

o | willtellateacheror suitable adultif | see somethingthat upsets me onthe screen.

| know that if | break the rules | might not be allowed to use a computer.

As aresponsible parent, | support the school policies on digital technology and the internet. | monitor my
child’s use of the internet and social media outside of school. | will also act as a positive role model and
will use social mediaresponsibly in respect of all matters relating to the school.

Parents and carers are welcome to take videos and digital images of their children at school events for
theirown personal use. To respect everyone’s privacy and in some cases protection, parents/carers should
not share or make the images/video publicly available on social networking sites, nor should
parents/carers make comments on any activities involving other children on social media.

Signed (PArent): ...eeeeeeeeeeeereeeeveverenan DALE...oeeeveeeeeeererere e

saps == §§A|

1 Fulham Park Road, London SWe dL) \s‘ww.p.a|‘50n<greenprep.ro.uk

Registered in Englond, Company no 421697

Eridge House Limited tfa Parsons Green Prep
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Appendix 3
Reportinglog

Signature

Incident
Reported by

By whom?

Action taken

What?

Incident

Time

Reporting Log
Gl 10| o R T

Date

saps == §§A|

Prep, 1 Fulham Park Road, London SWo dL) \\'\\'W.])JI‘SOHGSR’PI\Plt"r'.(().uk

Registered in Englond, Company n

Eridge House Limited s Parsons Greer
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